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EXECUTIVE SUMMARY
NOVEX (November Exercise) 2006 was a full-scale exercise offered November 7-8, 06 at Moffett Field.  Venues of play included: NASA AMES USAR/ Haz Mat Training Site and Moffett Field recently abandoned Orion Park military residential housing.  The scenario was “Free-play” (Free-play is defined as - once the opening scenario has been established, the participants’ action will dictate subsequent events) with limited controller injects for exercise purposes.

The Governor’s Office of Emergency Services, California Specialized Training Institute (CSTI) in cooperation with the County of Santa Clara and allied local response agencies, State Agencies, Federal Response USAR Tasks Force 7, and private companies was formed to make up the Exercise Design Team.

The purpose of NOVEX was to exercise unified tactics, command, and control during a WMD mass casualty multi-agency response event.

NOVEX is a tactical training/exercise event  that focuses on using  immediately available assets, stresses functional areas beyond immediately available resources and require the full planning for the use and integration of mutual aide across the full spectrum of local, state and federal response resources. Most important is to stress the individual responding agency down to the individual Fire Company to use too the maximum efficiency, the resources available at the time of the initial event and prepare, plan and train to be successful until mutual aide arrives. NOVEX Scenarios include terrorism generated explosives, chemical and radiological induced events, which produce mass causalities exceeding 500 or more requiring a large scale multi-agency response.

Goal

The goal of this Full-Scale Exercise (FSE) was to exercise and evaluate the operational readiness of the 95th Civil Support Team, USAR Task Force 7, and Santa Clara Operational Area including allied Emergency Response Agencies. 

Exercise Terminal Objectives:

· Exercise Unified Command and Control under SEMS/NIMS ICS 

· Exercise Mass Casualty response systems and procedures for an event involving 500 + casualties

· Exercise local hospitals Mass Casualty Incident (MCI) response plans

· Exercise hospital decon procedures

· Ensure communications at all levels are integrated and are incorporated into an ICS format

· Ensure Hazardous Materials emergency response procedures including:

· Mass Decontamination

· Chem/Rad Mitigation

· Protective Actions

· Incorporate State and Federal special response teams into unified operations

· Exercise Urban Search and Rescue (USAR) teams in a Chem/Rad environment

· Conduct Law Enforcement Agencies (LEA) counter terrorism direct action SWAT and EOD Operations in a potential Chem/Rad environment

· Transition LEA to Unified Command for Consequence Mgt.

· Integrate LEAs with fire, ems, haz mat operations in a WMD 
environment

Response Strengths:

· The participants of all agencies at the state and local levels demonstrated excellent teamwork and cooperative attitude.

· A new cooperative partnership was established between local and state resources that will foster more coordination in future exercises and incidents. 

· There was a major effort in joint planning and implementation of local and state resources.

· The participating agencies successfully demonstrated an initial capability to work together to manage a mass casualty WMD incident.

· The participants demonstrated a positive attitude and ability to recognize and react to major problems/situations as they arose. 
· The Agencies involved fully supported a catastrophic large scale exercise that was specifically designed to identify to find faults in the system. It was not designed to exploit all ready known successes.
Response Improvements:

Through the exercise, several opportunities for improvement in the State’s and local government ability to respond to a WMD Mass Casualty incident were identified.  Major recommendations include:

· Develop a unified ICS organizational chart to demonstrate how all agencies (law enforcement, state resources, etc.) are integrated into the operations.

· Develop procedures for a more timely and expeditious life safety response effort for victims.

· Identify local and State resources capabilities (strengths/weakness) and plan for those capabilities.

· Provide better communicstion with all response agencies identifying a shared set of common priority objectives early into the incident.

· Integrate law enforcement resources into a coordinated single emergency response effort, at the command and tactical level.

Follow-on exercises and training should test specific improvements instituted as a result of this exercise and should include revised standard operating procedures.  

Based on feedback from the participants and design team, NOVEX 06 was considered a valid learning environment.  Future training and exercises in the areas noted above will help to facilitate an enhanced capability response for future exercises and actual incidents.

It is agreed that we should continue to move forward in scale and size of NOVEX. Many emergency exercises are reduced in scale due to many factors. It is common to design an exercise built around the available resources at the time of the exercise and therefore exercise events, situations, and casualty numbers that do not exceed the available resources. This almost always leads to success and potentially a false sense of security in the counties response plan. NOVEX is specifically designed to go beyond available assets, stress functional areas beyond immediately available resources and require the full use and integration of mutual aide across the full spectrum of local, state and federal resources. Most important is to stress the individual responding agency to use too the maximum efficiency, the resources available at the time of the initial event and prepare, plan and train to be successful until mutual aide arrives.  Integrating this many resources into an event is normal not rehearsed until an actual real world event occurs. Santa Clara County should be applauded for taking on this endeavor and subjecting themselves the size and scale of this exercise.  They have benefited greatly in bringing together all of the cities within Santa Clara County, and identifying areas requiring improvement and additional training. Exactly what an exercises is designed to do.
PART 1: EXERCISE OVERVIEW

Exercise Name:

NOVEX 2006

Location:

NASA Ames Research Facility, Moffett Field, Mountain View, California

Scenario:

Terrorism generated event with Explosive, Chemical and Radiological Threats

Type of Exercise:

Tabletop (2)

Full-Scale Exercise

Focus:

Response

Exercise Date:

November 2, 2006 LEA SWAT Tabletop

November 6, 2006 Fire/EMS/Haz Mat Tabletop

November 7 – 8, 2006 Full-Scale Exercise

Participating Organizations:

Federal Agencies:

NASA Ames Research Facility, Moffett Field

USAR Task Force 7

U.S. Army Reserve

State Agencies:

Governor’s Office of Emergency Services (OES) Fire & Rescue Division

OES, California Specialized Training Institute

California Army National Guard 95th Civil Support Team

California Department of Forestry/Division of Fire Protection

Local Agencies:

Santa Clara County Sheriff’s Department

Santa Clara City Police Department

San Jose Police Department

Mountain View Police Department

Los Altos Police Department

Palo Alto Police Department

Gilroy Police Department

Morgan Hill Police Department

Milpitas Police Department

Los Angeles Police Department (Observers)

NASA Ames Research Facility Fire Department

Santa Clara City Fire Department

Santa Clara County Fire Department

Santa Clara County Office of Emergency Services

Santa Clara County Emergency Medical Services Agency

Santa Clara County Fire Chiefs Association

Santa Clara County Operations Chiefs Association

San Jose Fire Department

Palo Alto Fire Department 

Gilroy Fire Department

Mountain View Fire Department

Sunnyvale Fire Department

Milpitas Fire Department

NAPA Ambulance Company

AMR Ambulance Company

Westmed Ambulance Company

Stanford Hospital

Palo Alto VA Hospital

El Camino Hospital

Valley Medical Center

Regional San Jose Hospital

VTA

Private Organizations:

SRI International

CUBIC Corporation

Exercise Overview

NOVEX 2006 was a Full-Scale Exercise (FSE) and tactical training event with a primary focus on execution and operational decision making. NOVEX is designed to exceed the capacity of the participants to force priority planning and improve the immediate initial response period. The exercise focus was based on the initial hour response and than improve planning through the first 12 hours of any incident.  NOVEX Scenarios include terrorist use of improvised explosive devices which generate chemical and radiological events, producing mass casualties (500 +), requiring a large-scale, multi-agency coordinated response.

The exercise was designed to exercise and evaluate the operational readiness of the 95th Civil Support Team, USAR Task Force 7 and the Santa Clara Operational Area including allied Emergency Response Agencies, both public and private.

Tabletop Exercise:

The nine Law Enforcement Agencies held an independent tabletop exercise on Thursday, November 2nd. The purpose of their exercise was to walk special weapons and tactics (SWAT) field commanders through a near replica of the scenarios they would be engaged upon on November 7th. SRI International provided a two dimensional computer model to facilitate familiarity with the actual buildings being used at NASA Ames Research Facility for the full-scale operations being held on November 7th.  SWAT commanders worked through seven scenarios, formulating tactics and manipulating teams based upon scenarios pre-approved by the law enforcement representatives on the exercise design team.  Fire, rescue and EMS personnel were excluded from this tabletop exercise.

On November 6th, Fire, Hazardous Materials and Emergency Medical Services (EMS) command staff, along with Task Force 7 Urban Search & Rescue representatives, formulated plans and manipulated personnel and apparatus to respond and manage consequences caused by the terrorist use of explosives against SWAT personnel and resulting in many secondary incidents and mass civilian casualties.  No law enforcement personnel were available to participate in this tabletop exercise.  SRI International again provided a two dimensional computer model to facilitate familiarity with the actual buildings and area and to practice command and control for the actual incidents planned for November 7th and 8th. 

Major Recommendation:

Future Tabletop Exercises should include all response agencies (law enforcement, fire EMS, USAR, CST, etc.) to better clarify roles and responsibilities, understand capabilities and limitations and prepare for a more coordinated response during the follow-on "Full Scale" exercise.

PART 2: EXERCISE GOALS AND OBJECTIVES

Goal:

The goal of this full-scale exercise was to exercise and evaluate the operational readiness of the Santa Clara Operational Area, mutual aid allied agencies, the 95th Civil Support Team and USAR Task Force 7.

Exercise Terminal Objectives:


1. 
Exercise Unified Command and Control under the State of California 



Standardized Emergency Management System (SEMS), the incident Command 


System (ICS) and the National Incident Management System (NIMS).


2. 
Exercise Mass Casualty response systems and procedures for an event involving 

500 + casualties.




a. Exercise local hospital’s Multi-casualty incident (MCI) 






 response plans.




b. Exercise hospital decontamination procedures.


3. 
Ensure communications at all levels are integrated and are incorporated into an 


ICS format.


4. 
Exercise Hazardous Materials emergency response procedures including:




a. Mass Decontamination




b. Chemical/Radiological Mitigation Measures




c. Protective Actions




d. Incorporate State and Federal special response teams into unified 





 operations.


5. 
Exercise USAR teams in a Chem/Rad environment.


6. 
Conduct Law Enforcement Agency (LEA) counter-terrorism direct action 


SWAT and Explosive Ordinance Disposal (EOD) Operations in a potential 


Chem/Rad environment.




a. Transition LEA to Unified Command for Consequence Management.




b. Integrate LEAs with Fire/Rescue, EMS, Haz-Mat operations in a 





 Weapons of Mass Destruction (WMD) environment.

PART 3: EXERCISE EVALUATION SYNOPSIS 

Scenario

The events depicted in the scenario take place as a result of a classified warrant service requested by the FBI to local law enforcement agencies (LEAs).  No particular intelligence has been provided to local LEAs to indicate the individual suspects are extremely high risk nor that they are heavily armed and in possession of large quantities of explosives.  The scenario takes place during the November timeframe under normal atmospheric conditions. 

LEA/SWAT Tabletop Component:  Thursday, November 2, 2006

LEAs plan and execute a high-risk warrant service on seven apartments in a low income housing complex.  Suspects are of Middle Eastern origin and ethnicity.  Intelligence on each apartment is limited and the SWAT teams encounter multiple suspects in several apartments. The apartments contain improvised explosive devices, arms caches including automatic weapons, including heavy weapons (M2 .50 cal machine guns, RPG rocket launchers and hand grenades) which are normally encountered in a military environment overseas, not a U.S. city.  Several large caches of military grade explosives and “explosive vests” are also discovered. What was supposed to be a warrant service and intelligence gathering operation bringing in suspects for questioning rapidly deteriorates into a major firefight between police and a heavily armed terrorist cell of 10 to 15 individuals. The 77 SWAT officers find themselves heavily outgunned and is also confronted with civilians co-located in the apartment complex, some of whom have medical conditions that preclude easy or rapid evacuation.  Fire/EMS personnel can only enter a high risk volatile police situation when police can assure them the area and situation is secure.  The terrorist cell set off numerous large vehicle-borne improvised explosive devices (VBIEDs) to both secure their escape (unsuccessful) and to inflict casualties upon police (successful).  SWAT commanders and team leaders worked through each scenario and talked through various solutions to the problems presented. SRI computer assistance provided multiple views of the target area and interiors of the apartments to facilitate decision-making and tactical evaluations by the exercise participants of their operations. This assisted in both pre-planning of the target areas but also in the after-action reviews by the participants of their own performance.

Fire/Rescue/EMS Tabletop Component:  Monday, November 6, 2006

The terrorist cells detonated numerous VBIEDs in the LEA scenario and cause numerous secondary events, such as overturning and breaching a chemical cargo carrier, to numerous fires and compromised structures and hazardous materials components.  One VBIED damages a nearby structure that causes a radioactive source to leak; other structures have compromised gas utility lines and chlorine cylinders.  All of these events are in and around a residential area and ball fields where a playoff between competing youth teams is occurring.  The multiple events create a toxic plume, spread shrapnel and injure and contaminate hundreds of civilians unaware of the nearby SWAT operation or the proximity of the VBIEDs.   The terrorists deliberately placed these devices to inflict maximum civilian casualties, sowing confusion, fear and panic among the public and to facilitate their escape.  The first on-scene fire/rescue unit is an Engine Company (4 personnel) from the NASA Ames Research Facility at Moffett Field, which was staged on the perimeter of the SWAT operations to provide Fire/EMS support to the LEA operation. The NASA Ames senior officer was a Fire Department Battalion Chief who assumed the role of Incident Commander (IC) throughout the tabletop and ultimately, the full-scale exercise. The IC established a command post using SRI technical support to view the area of operations from multiple vantage points, conducted an initial size-up of the situation and began ordering resources accordingly.  LEAs did not actively participate in the consequence management phase of the operations nor in the tabletop involving fire/EMS, complicating a realistic aspect of operating in a multi-jurisdictional and interagency environment.  The tabletop component lasted approximately three hours for the command staff to formulate plans and operational procedures for the upcoming full-scale exercise the following day.

Full-Scale Component:  Exercise Day 1, November 7th, 0900 Hours

Operations 

It should be first noted that many Controllers and Evaluators observed that one of the greatest strengths of this exercise was the willingness of so many diverse response agencies to work together in a cooperative manner at the command and tactical level.  This process allowed for multiple disciplines to better understand each other's capabilities and limitations and establish a better framework to work together more effectively and efficiently in future operations.  At the command level, of particular note was the facilitative and mutually supportive nature of the Fire IC and the CST Commander.  Establishing relationships and trust is imperative in any type of joint operations

On the first day, LEA operations devolved into a major terrorist consequence management incident, requiring the Fire IC to establish a command post in reaction to the initial explosions from the VBIEDs. After the IC’s size-up was completed, ordering of resources and requests for mutual aid under the California Master Mutual Aid Plan took place. Lack of LEA participation in a Unified Command Post was highlighted by the initial failure to establish a secure perimeter, at least around the Incident Command Post (ICP). This resulted in the immediate compromise and contamination of the ICP by walking wounded entering the ICP itself without being challenged at any time as they approached. In one incident, a walking wounded victim entered the ICP communications van, which would have contaminated the van and personnel within, severely degrading any potential response.  IC did ultimately request law enforcement resources to secure the area.
First arriving mutual aid engine companies rushed into the victim area without conducting an initial scene size up thereby missing contamination indicators. This action may have required abandonment of the engines in a real scenario resulting in the loss of these critical personnel and assets. Engine companies also were very slow to recognize the scale of the incident, especially regarding the numbers of civilian casualties, which exceed 500 both ambulatory and no-ambulatory. Responding units seemed to focus on their initial mission and virtually ignored or did not identify the large numbers of non ambulatory and ambulatory casualties that quickly flooded their operational area. Numerous bodies and wounded patients were by-passed by arriving units without any action or attempt to evaluate the victims. (Only one victim, alive or deceased, was retrieved in the first three entries by the Haz-Mat Teams.)  Management of fatalities and an injury management plan was not put in place until after victims were extricated and placed uncovered on the ground.  According to one evaluator, “If you were walking, mass decon was ok. If you were non-ambulatory, nothing happened for you, period.” Obviously, in a real scenario, this incident may have resulted in hundreds of unnecessary civilian deaths due to the prolonged delay in recognizing the scale and nature of the incident, executing the first priority of life safety and taking effective triage and medical action to assist civilian victims. Eventually, first arriving Engine Companies began to take control of the walking wounded victims via loud speaker from engines and augmented directions with cones to indicate flow of movement.  The captain of one engine provided very clear instructions to victims as they entered the emergency decontamination area.  Clear communication, from a credible source, has proven in the past to be an effective tool to direct ambulatory victims from areas of risk to safe refuge areas, thus saving lives.

Part of the above problems resulted from an inexperienced command structure that was slow to organize and communicate.  This situation did significantly improve after the first hour or two.  However, there were several areas that specifically contributed to this situation. One was the inexperience of the IC in an incident of this magnitude. One evaluator at the ICP stated that “task assignments were communicated but overall priority "life safety" incident objectives were not clearly articulated” and that the “command became task oriented but needed to take a step back and allow personnel to do their job” and finally, “plan development and implementation were not synchronized.” There are few officers of any discipline with sufficient amount of experience to handle an incident of this magnitude. However, calling in an “overhead management team” via mutual aid to augment or supplant local command (as the Fire IC did early in the incident - but a team was not available) may have improved overall Command as the incident progressed. 

Other evaluators pointed out a number of areas that would have led to a more successful operation in the command area, specifically, establishment and delineation of zones, use of ICS vests, obtaining an accurate sketch map of the area and early recognition that an incident of this size will require more than an expedient command post for the management of the incident including accurate maps, a fully operational situation unit and unit leader with staff, clearly defined incident objectives and again, good incident action planning, to name but a few. During the onset of the event, documentation of the incident was not in accordance with standards, but corrected later once the Incident Dispatch Team was in place at the Command Post.

Due to the multiple disciplines involved, such as fire, EMS, EOD, Urban Search and Rescue, and military (National Guard CST) etc., multiple safety officers were required from each discipline with a coordinated safety plan and representatives in the command post. There were a few deficiencies enumerated within the US & R discipline, a failure to establish advanced shoring systems prior to penetrating past overhead hazards, failure to reassess shoring stability following breaching operations with a jack hammer, failure to ensure all personnel were mandated to wear appropriate respiratory and hearing protection measures, as well as not using confined space permit requirements. 

Mitigation

Branch/Group/Division objectives were not clearly established nor based upon accurate intelligence, assessment and/or recon and prioritized based upon agreed upon values or agency protocols.  Objectives should be measured, monitored and reassessed on a continual basis.  This process needed improvement as evidenced by the single-minded focus upon the DOT 412 Cargo Tank by the Haz Mat Teams to the exclusion of both viable and non-viable patients in the immediate area.  (Three “victims”/manikins were within 25 feet of the DOT 412 cargo tank but were not evaluated by anyone for at least 12 hours after the start of the incident.) There were six (6) hazardous Material Response Teams (Sunnyvale, Santa Clara City & County, Milpitas, Mountain View and the 95th CST present on the first day). Management of all six teams in a coordinated and integrated manner was difficult and required an expansion of the Haz Mat Group Supervisors staff. If it was not asked for it was not received and command and control of Haz Mat operations prevented the full integration of HAZMAT assets, as noted. Coordination was required to accomplish multiple, simultaneous entries from among more than a dozen “PPE” certified team members and to ensure non-certified members stayed within their training and equipment certification levels. There was a requirement to recon the true scope of the event in a timely manner, but this was not established as a priority and therefore not completed by the first 12 hour period. The first entry occurred by a Level “A: Team in 1 hour and 40 minutes after arrival on scene, versus the option of multiple teams with detection equipment in lesser PPE levels. Last was a requirement to prioritize Haz Mat objectives effectively.  A more effective resource use occurred on Day 2 (Due to lesson learned from day 1) when multiple entries were accomplished by fewer “PPE” certified team members (12) from fewer participating Haz-Mat Teams (Santa Clara City/County, Palo Alto, Mountain View and the 95th CST), but the first entry didn’t occur until 2 hours and 15 minutes after the teams arrival on scene. Given the numbers of civilian casualties remaining within the contaminated area, this entry time should have accelerated for this type of event.

On the technical side of Haz-Mat operations, entry teams failed to maintain line of sight of all team members, engaged in solo operations without appropriate back-up, one team failed to review chlorine kit contents and used the wrong gasket set up to mitigate the leak; another used improvised step stools (a five gallon plastic bucket) when performing mitigation operations on the tanker truck, and did not follow industry standards for handling of sample jars nor follow proscribed procedures for handling of samples, risking spillage or loss of the samples.  Additionally, initial coordination between the National Guard CST and the ICP was not optimum.  The CST received individual missions from HAZMAT Group that were not necessarily integrated into the overall Haz-Mat response plan. A breakdown in communication occurred between the CST and other sections of the ICP.  In one instance, a CST survey team was challenged by EMS and LEA personnel as they approached the triage area and were not recognized by civil response agencies. The CST members were in chemical protective suits and carrying monitoring instruments, but their presence and mission had not been explained in enough detail through the Unified ICP and then communicated effectively to all branches in the field as to what the CST was executing.  It is imperative that once a CST is deployed it be fully integrated into the Unified ICP under the Haz-Mat Group or Operations Branch / Group Supervisor and all CST missions as they apply to HAZMAT be integrated and coordinated into the civilian Haz-Mat IAP.

To summarize mitigation issues, participants must be provided a limited set of priority criteria/objectives that constitute the successful response to the event.  These include the successful identification/mitigation of all or most CBRNE agents / TIC / TIMs, successful rescue of all viable victims within specified areas, successful designation or establishment of all Protective Action Options and communication of these effectively to the public and policy making authorities, and combinations of these criteria.

Decontamination Operations

In the Decon area, failure to delineate clear, marked zones at the entry area contributed to less than optimum use of terrain for decon operations. Decon pools were not provided any secondary containment, allowing some runoff to escape and resulting in a potential environmental contamination that could have been avoided.  Additional training in the use of solution containment, monitoring, and zone / line control for decon operations should be considered.

Other evaluators were more complimentary of Decon operations, stating that emergency decon was timely and fairly well executed.  The experience of some volunteer “victims” provides another perspective.  Once the victims passed through the mass decon spray, the process began to become un-organized. Victims were given conflicting instructions and some processes were not properly explained, such as the use of valuables bags. Victims reported being left alone for long periods of time, wet, exposed to the elements and told to move unescorted to triage areas. Several victims were put into incorrect categories, into “green” areas instead of “red” areas, despite triage tags clearly indicating otherwise. Decon operations are never easy, have many potential pitfalls and can dramatically impact the public perception of success or failure of the overall response.  They are manpower intensive and do not always receive the level of emphasis from senior leaders they may require. The above cited operations indicate the different perspectives or observations of an evaluator or the experience of a “victim” in a moment of time. They do not detract from the overall competence of the agencies involved, but do highlight areas where additional training and coordination could improve an actual field response. In this area specifically, closer coordination and training between fire department mass decon personnel and EMS triage personnel will only serve to improve services and alleviate any potential miscommunication in coordination between these two elements.

During night operations, entry teams became disoriented as soon as entry was made into building complexes.  The maps used were too difficult to read and the grid scale was too small to read in a level A or B suit. Building numbers visible in the complex were not on the maps provided resulting in duplication of search team efforts in some cases. (This was an exercise anomaly due to the restriction of painting standard US&R search markings onto buildings)  However, marking and maps must be considered in future operations. In other cases, team members split up and lost track of each other and were unable to communicate with missing partners.  Personnel accountability is critical to all response personnel operating in a contaminated environment. Personnel tracking and knowledge of each individual's location is critical for the response back up team or teams to have any effect on a rescue if one is required. 

Emergency Medical Services (EMS)

EMS operations went well.  The EMS section was located at some distance from the Decontamination functions which led to an early failure to coordinate some transfers.  However, this was overcome and staging of ambulances and operations within the triage area went exceptionally smooth after corrective actions were taken by the Medical Branch Chief. Hospitals were elated at being included in the overall exercise planning process and play, as in the past, they had often been excluded.  This exercise gave EMS and hospitals an opportunity to test and train on their mass casualty response and decontamination plans in an interagency and multi-jurisdictional environment.  The use of manikins from RTS-Med (U.S. Army Reserve) enhanced the training factor to be more realistic.  The placement of manikins in the exclusion zone and also staging the manikins at the hospital was an “incredible task” (evaluators comments) that RTS-Med successfully accomplished. The EMS crews are also to be commended for overcoming and adapting when equipment difficulties with patient tracking PDAs were manifested.

An additional comment regarding future exercises; moulage was very realistic, but in many cases wasted. The time between moulage of victims and exercise play was so long that moulage began to melt and fall off. Later, moulaged victims were mass decontaminated by fire personnel, and then sent to triage areas. However, the moulage had been washed off by the decon process and triage personnel had only written tags to use for patient evaluation. In the future, consider having moulaged patients undergo simulated decon and then be moved into the triage area to preserve the realism of the exercise for medical personnel; a substantial number of other patients can be used for actual decon, either moulaged or not, depending upon available resources.

Future EMS operations / exercise should include representatives from the Coroners Office. The casualties who circum to their wounds did not flow through a Coroner and therefore an opportunity to rehearse this phase of EMS as well as HAZMAT/LAW were not executed. Consider the Coroner in future exercises.
Private Organizations:  All comments received complimented the efforts of SRI International and CUBIC Corporation for their unique contributions to the exercise.  SRI’s computer assisted graphics for the tabletop exercises and for the on-site after-action reviews significantly enhanced the ability of responders and command personnel to grasp both area orientation and actual movement of their personnel/equipment on the ground. CUBIC Corporation’s management of simulated munitions, management of volunteer resources (victims) and overall logistical support was considered to be outstanding.  Both corporations reduced the man power requirements to mange key requirements of the exercise and focused on single or multiple operations that managed causalities play, and the After Action Report process. This support added a measure of realism and support that emergency response agencies seldom receive in training or exercises of this magnitude and their support was greatly appreciated by all concerned.
Other issues:

Communications:  It should be noted that the "Communication Plan" during the exercise planning phase was excellent, and communication support during the exercise was significant.  However, Communication during a multi agency exercise/incident is always a problem, this exercise not being an exception.  Repeater channels should be used as line of site channels had some problems with reception and transmission.    Tactical LEA units had difficulty managing communication between tactical unit operations, the command post, the EOD operations command post and the unified command post.  The ability to monitor exercise radio traffic, including tactical channels was difficult, especially regarding safety. The National Guard CST Unified Command Suite and the IC4U vehicle could have resolved many of these problems. Both vehicles were instrumental in Katrina to resolving communication problems.  State, county and local communication mangers must become more familiar with the capabilities of these resources; how to integrate them successfully; and use them to fill gaps during an event. They are not designed to replace existing communication networks unless a catastrophic communication failure occurs (New York, Katrina), but specifically to enhance and assist in filling gaps in the network when they occur.  Both of these vehicles were underutilized during this exercise and could have significantly improved communications.  

CST communications “footprint” was not ideal due to LEA and POV parking. So many uncontrolled visitor POVs prevented the UCS from obtaining a satellite shot and therefore prevented full use of the vehicles capabilities.  A parking and POV movement plan was included in the exercise plan, but it was not followed by all the participants. All agencies must adhere to the exercise plan or risk impacting the entire exercise and its conduct. (Note) Any exercise will have anomalies that must be dealt with. Exercises can not shut down all public streets or use privately owned property during the conduct of the exercise. The selection of terrain for any exercise should consider these factors. The Orion Park complex was exceptional and had far fewer limitations then most exercise sites. But terrain is always at premium and a comprehensive plan for exercise vehicles and visitors must be part of the planning process.  

Staging:  LEA personnel routinely ignored the directions of the Staging Area Manager and drove or parked wherever they chose. This could be an effect due to two factors; 1) they were not briefed prior to the exercise or 2) have not participated in a major event and therefore did not understand staging protocols.  LEA personnel need to train, qualify for positions in and practice the use of ICS/SEMs procedures and integration into unified command structures at large incidents. This includes staging actions and event accountability requirements. All agencies, including Fire Service and EMS need practice in using the “T-card” system.

Activation of the CST through the Governor’s Office of Emergency Services (OES) was not within the time limit capabilities of the CST. The CST is under a 1 hour recall and deploy criterion / on scene in 4 hours (drive time / air flow). OES should work to ensure the process is complete within 1 hour or less of alert/notification or of request.  Recommend establishing a meeting with State and Regional OES Directors, Fire Chiefs, JOC and CST to discuss the alert process and what delays mobilization notification.  Further recommend that agency capabilities and responsibilities be incorporated into routine LEA, Fire & Rescue professional initial/promotion certification and qualification courses to enhance responder knowledge of other agencies, such as CSTs, US & R Task Forces, et al. And further expand the CST capabilities section to encompass all of the assets of a CST to the State Fire Operational Guidance. 

CST Agency Liaison needs to expand the capabilities brief beyond just the IC. This should include Operations, Communications and EMS.  The CST has diverse capabilities across seven functional areas and the IC and his entire staff must be briefed in order to use those resources to solve current capability gaps and or support and integrate these capabilities into the current operation.  This may have assisted the Fire IC and his staff to better understand the capabilities provided by the CST and integrate them into the incident quicker.

Coordination/Incident Action Plan/Operational Periods:  CST Agency Rep should more clearly brief IC on CST capabilities at check-in.  This may have helped the Fire IC better understand the resources provided by the CST and integrate them into the ICS organization within the Operations Section and Haz Mat Branch or Group.

The initial IAP and Operational Periods at a Haz Mat/WMD/Terrorist incident should be short and flexible.  A Haz Mat/WMD/Terrorist incident is too dynamic in the early stages to establish an IAP for a rigid 12 hour Operational Period.  Until the “Haz Mat/Agents” are "identified and hazards assessed," (based on reconnaissance and intelligence), long term "Control Objectives" will be ineffective. Initial priority strategic objectives (i.e. life safety/rescue, scene control, identification & hazard assessment, protective actions, etc.), as applied to initial and incoming resources, must be evaluated and adjusted early and often via short Operational Periods.  Consider using required briefings in 1 hour intervals or other information collection techniques to ensure the IC and Staff are receiving quality and correct information from subordinates. The IC can adjust objectives, goals and tasks immediately. 

Participants/players must be required to provide evaluations as part of their Demobilization/release from the event as part of a system that denies their ability to leave the scene without this documentation.

PART 4: EXERCISE DESIGN 

Law enforcement operations on the first day initiated the major consequence management events for Fire, EMS, EOD and USAR. The tactical LEA operations and the EOD operations ran separate from the entire Moffett incident. This resulted in no real-time connection between the tactical unit operations command post, the EOD operations command post and the Fire/EMS/Haz-Mat unified command post.  This may be due to the later start times by law and the inability to connect the two tracks once they were set in motion. 
Each agency’s scenario must be integrated into a single time-line scenario.  The inability or unwillingness of the major response agencies to co-locate/unify a Command Post created measurable problems during the exercise when multiple agencies (LEA and Fire Service) concluded that the other would or should have some role in the evolution of each specialty's scenario. The LEA scenario required specific safety restrictions and a fenced perimeter around their portion of the exercise area. Though it was not preferred or ideal, and this method had never been tested before in a full scale exercise, however it was necessary. This same requirement was necessary to facilitate EOD operations, EOD must have safety ranges enforced during the use of sub-munitions and explosives used to render safe, the further must protect expensive optic cables and other equipment from the potential of being run over by a vehicle.  In a real event these are acceptable risks; in a training event they are not acceptable. In order to incorporate all first response assets and provide a changeling, cost effect training environment that allows the integration of all functional areas, these elements (EOD, SWAT) must participate, but all exercise participants must also adhere to the safety requirements for their individual disciplines. Participating agencies must integrate into the ICP and can not completely separate into their separate training venues or they risk loosing the intent of a cohesive response experience. This exercise proved that all facets and agencies of a response can be incorporated into a single venue.  But those same agencies can not separate the responsibility to integrate into the ICP and all supporting agencies must be ready to respond to the requirements of the Incident Commander.

The exercise provided valuable training for command staff and tactical units, but also underscored the necessity for future interagency training and exercises of this magnitude. Regarding the importance of the Incident Action Plan and use of ICS/SEMS and NIMS in catastrophic incidents or interagency exercises, one senior Fire/Rescue evaluator made the following comment:

“The Incident Action Plan must be the governing document towards all planning efforts whether in an actual incident or an exercise.  In particular with an exercise of this magnitude it only serves to highlight the importance of the IAP process.  Many of the last minute details that presented themselves could have been recognized and corrected sooner had the exercise design team followed the IAP process.  The exercise planning team needs to be structured in the same fashion as an IMT so that all aspects of the planning process are strictly followed.  At the conclusion of each planning meeting each position, (Command, Operations including each functional Branch, Planning, Logistics and Finance), presents a briefing on their planning progress, at the conclusion of the planning meeting each element indicates that they can and do support the plan which allows the process to move forward.  The additional aspect of meeting the planning requirements as outlined in ICS/SEMS and NIMS is that this is a requirement for sustained federal funding under HSPD-5.”

Other interagency coordination issues arose as a result of managing the various disciplines separately, a result of both “agency culture”, and a lack of interagency operational experience and institutionalized procedures that fail to incorporate ICS/NIMS principles.  For instance, the EOD unit was not adequately supported by other discipline stake holders. The EOD liaison sent to the ICP was turned away and directed to the “law liaison” and Fire Haz Mat resources were not provided to support EOD when they were needed.  Additionally, the Fire/EMS/Haz Mat ICP Controller requested a LEA rep come to the ICP and was denied.  After some help and negotiations, a LEA rep did arrive, contributing to Unified Command, but could only stay for a few hours (presumably due to overtime costs).  The Controller was then forced to assume the LEA role in Unified Command to continue to contribute to LEA objectives and strategies, as well as raise LEA strategic issues and make LEA strategic decisions.  However, due to the Controllers limited LEA background/experience, this resulted in exercise artificiality. Joint training, exercises, mutually agreed upon SOPs and full incorporation of ICS into EOD/LEA operations for establishment of a unified command with Fire/Haz-Mat and EMS is necessary to meet the required standards outlined in NIMS.
Addressing solely the EOD training lane, the level of difficulty regarding the devices stressed the response capabilities of the Explosives ordinance Disposal Unit (EOD).  The responding EOD unit determined they are not fully equipped to respond to Bio or RDD (Radiological Dispersal Device) type of devices and will require the response and technical expertise of a Fire/Hazardous Materials Unit to successfully mitigate and recover from such a device.   The EOD team response was appropriate and within their scope and capabilities.
A senior US & R evaluator’s comments suggested the following areas of improvement in exercise play:

“During the initial planning phases of NOVEX I stated my desire to have the three levels of US & R integrate into one real time operational element.  California currently has a tiered level of response capability in that the first out the door response will be the single typed US & R Company followed very soon by a Regional US & R Task Force and then finally a full Type-1 US & R Task Force.  My desire was to exercise the full integration of each of these tiers into each other just as they would at an actual incident as was designed into the exercise.  By not establishing integrated operational scenarios an opportunity was lost.  Each tier participating did engage in a successful learning opportunity, however, the chance to have the task force and the single typed resources work in conjunction with each other was something that must be included in each successive exercise so that we can achieve full operational readiness.”  

On the most positive note, the same evaluator also said, “Exercises that bring together so many divergent response elements is a positive experience in that it brings everyone together under one planning and focus group.  I would suggest that we continue to support this process.”
Other Issues:

Too many POVs in the exercise area impeded the access of first and follow-on responding units from being able to use all of the exercise area.  Recommend that buses be used or a larger area be designated in the future for parking of POVs and outside the exercise play areas.

Prohibit or limit exercise developers from participating in the exercise in key roles or functions. Participation by these personnel can skew the actions of subordinate responders to achieve preconceived results.
PART 5: CONCLUSION

NOVEX was an extremely valuable exercise for the participants; it provided a plausible, catastrophic event that overwhelmed the initial response and identified areas requiring improvement and issues requiring additional planning, training, and resources. Provided that the lessons within the after action report are acted upon and that any future exercises incorporate the lessons learned to ensure validation of the improvements.  Interagency coordination, integration and response continue to be the weakest link in the emergency response system that is in place to protect the public and responders.  The finer points of individual skill sets must be continued to be honed, within crews, individual responders and agencies, especially by incorporating these skill sets in agency certification and qualifications for assignments that require or may require and individual to serve in a specific role or capacity.  The larger issues, such as use of ICS, SEMS and ultimately, NIMS, must be emphasized and incorporated in all joint training exercises and to the extent possible, each agency’s routine daily operations. Practicing for major events once a year but not the command and control processes required to manage such events results in a circular relearning of the same lessons, to the ultimate detriment of public and responder safety. 
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